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What is Enhanced Security?
Enhanced Security is converting your account to Multi User Functionality.

By converting your payroll account, contacts become users with a unique User
ID, password, and security questions.

During this process you will:

- |dentify yourself as an authorized contact
- Edit and validate your current list of authorized contacts
- Select a User ID for each contact to be created

After conversion all contacts must set up security questions and a password for their new User ID.

After clicking on the green shield icon, you will be presented with a "Wizard” to help with the account
conversion. Please read all instructions carefully, it is important to notify other users as this may
impact their ability to log in easily to the system.

STEP 1: Introduction

Please read the instructions carefully prior to completing this process.
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Introducing Enhanced Security

By converting your payroll account, contacts become users with a unique User ID, password,

and security questions. All users can log into your PAYweb account.
During this process you will:
* Identify yourself as an authorized contact
* Edit and validate your current list of authorized contacts
* Select a User ID for each contact to be converted
After Conversion all contacts must set up security questions and a password for their

new User ID. Please press Continue to start the conversion process.

Q Learn more.

Click the green Continue button if you are ready to proceed. 1
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STEP 2: “This is me’

You will be presented with the list of current Authorized Contacts for your payroll account.

1 Introduction ~ 2 Thisis me ' 3 Validation Code = 4 UserIDs 5 Confirmation

@ Cancel 2

ing your authorizati

Below are the authorized contacts currently listed on your payroll account.
Please click on the "This is me” bulton beside your conlact information to

receive your validation code,

Contact Name Email

1 ANDERSON, JOHN

From the list you will need to identify yourself by selecting the "This is me” button. In order to validate

your identity, you will receive a one-time validation code, similar to the process for resetting your
account password.

Make sure that your email address is correct before clicking on “This is me”.

STEP 3: Validation Code

Please enter the validation code that you received by email, then select Continue.

1 Introduction © 2 Thisisme = 3 Validation Code | 4 User IDs

Validation instructions

Atemporary validation code has been sent to:

5 Confirmation

Name ANDERSON, JOHN
Email JOHN.ANDERSON@COMPANY.CA
Please enter the code e Eeammoes

Note: Validation Code delivery depends upon your provider, it may take a few minutes

9 Click here if you did not get the Validation Code
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STEP 4: User IDs

On this screen, you will confirm or create a New User ID for all Authorized Contacts listed on your
account. At this time you can edit or delete all contacts except your own. Please review carefully, the
system will provide a default User ID, the numeric portion cannot be edited, however the first five alpha
characters can be.

Once you are satisfied with the User IDs, press the green Continue button to move to the next step.
Users will be notified of their new User ID by email.

Important: Once the User IDs have been created, they cannot be edited. In order to change the User ID,
an authorized user would need to delete the old User ID and create a new one.

You will be prompted one final time to complete the process.

1 Introduction -~ 2 Thisis me 3 Validation Code - 4 UseriDs 5 Confirmation

New User IDs

The new User |D is made up of five letters plus your PAYweb account number.
You may also Add, Edit, or Delete contacts. Please confirm or edit

the suggested new User IDs below before continuing

0 Learn more.

Contact  Name Email New ID
1 ANDERSON, JOHN JOHN.ANDERSION@COMPANY.CA 98723

STEP 5: Confirmation

At this point you will confirm if you are ready to proceed. Once you select Continue on the additional
message, you will be taken to the Confirmation screen confirming that Users will receive an email
notifying them that a new User ID has been created for them.

You can either close your session at this time or click on the green Reset Password button to be taken
directly to the Self-Service Password Reset page to complete your own users ID setup.
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Important: We highly recommend that you internally communicate with your team that this will be
taking place. This way, your team is aware to look for the email with their new User ID.

New User Id created for Account 98723.

o no-reply@deluxe.ca <no-reply@deluxe.cas

To: © Anderson, John

Welcome.

The user ID JANDES8723 has been created for you.
To complete setting up your user ID, please click here:
Setup New User ID and password

You must set up your security questions and password
in order to log in.

Congratulations! The conversion is complete, and all users have a unique User ID.

Finish setting up your User ID

Complete the setup of your User ID.

Either by clicking on the link in the email you received, or by selecting "Forgot Password” from the main
log in page, you will need to create a new password and complete the set up of your User ID and profile.

You will be prompted to enter the information below:

») DELUXE | Payroll

1-866-772-9932 .
Self-Service Password Reset

STEP 1: Authenticate User

Welcome to the Self-Service Password Reset (Forgot Password)
In order to continue, you must enter ALL information requested
on this screen.

PAYweb compares it to the information in the Security Settings.
Therefore, before using this feature, please make sure you

have set up your Security Settings in PAYweb.

If you don't know the information requested, please contact your
Primary Authorized Contact or PAYweb Support.

User ID and Email:

User ID
[JANDE98723

Authorized Email

JOHN.ANDERSON@COMPANY.CA W
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You will receive a validation code, if you have already been set up previously with email AND text
options, you may now select how you would like to receive that code.

» DELUXE | Payroll

1.866-772-9932 .
Self-Service Password Reset

STEP 2: Validation Code

In order to complete this process, PAYweb will send you
a one-time Validation Code

In the Receive Code by: field, select how you want
to receive this code... by Email or Text Message

When you have made your selection, please press Enter;
you will receive your Validation Code shortly.

Validation Code:

Receive Code by:

Once you have received and entered your validation code, you will be prompted to set up your personal
security questions.

<4

DELUXE | Payroll

1-86€-772-9932 Self-Service Password Reset Logoff

Personal Securily Questions

For your securily protection. Daluse rquires all users 1o
anter parsonal security quastians for login and call in purposes.

If you select Security Code for any of thi questions, PAYwah

will anly gver ask you for that Answar, however all thves quastions
and answers are required when you wish 1o talk with our
Customer Sugport stall. When Secunity Coda is not selected, the
EyEiEm Salects @ random quastion io ask you on logan,

Parsonal Questions:
Security Questions Anawer
One L <
Two v
Three v

These questions will be used to verify your identity when you call our support team. Additionally, you
may be prompted to answer one of your personal security questions when logging into your account.
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On the left screen, choose the question you would like to use for verification or create your own
question or “Security Code”. If you choose to create your own question, an additional box will appear
under the option to enter your question. Once complete, select Continue.

NOTE: you can only use any question or answer ONCE.

Next, you will be prompted to create your new password.

») DELUXE | Payroll

1-866-772-9932 :
Self-Service Password Reset

Password Reset Complete
The password has been updated successfully.

Press Enter lo return to the Login page and log in to
your account using your new password.

Thank you for using PAYweb.

Change Password:

Password change successful.
New password

Confirm new password

O

Now you are ready to log in with your new User ID and password. You will be brought back to the main
login page to log in with your new credentials. At this point, if you or your colleagues log in with the old
(pre-conversion) credentials, then you will receive this message.

User ID is not set up for the Client.
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Additional Functionality — USER Profiles and Security Settings

Security & Profile

Company Addresses

After you've clicked on the “Shield” icon, you will
be presented with additional menu items and
functionality beyond what was previously available.

User Profiles
Display Notifications
Display Active Users

View Reports

The following sub-menu will be presented; below,

ek Koy we will further explain each option.

Logoff

Security & Profile

From this menu, users can manage their personal security settings including: two factor
authentication, changing your password, viewing company settings and set-up information such
as BN# and remittance information. Additionally, users can view the “Log files” on the changes
associated with the User ID.

D D ' Payroll (98723)W JOHN ANDERSON -
1-866-772-9932 . .
Company Profile & Security Settings o.) !I N HR
Enter Security Settings & Contacts Multi-user
Exit Company Legal Address
View Log Legal Name JOHN ANDERSON
Chance Pasewor Address 1 150 PINEBUSH RD
Address 2
Dep city CAMBRIDGE
FAQ Province ONTARIO
Postal Code N1R 8K5
Province of Employment  Ontario Funding Method Push
Tax Year 2020 Last Pay End
Pay Frequency Bi-Weekly
Business Number El Rate RQ ID Number
111111118 RP 0001 1.4000 QHSF/FSSQ Rate

Change Business Number

PAYweb Remits Threshold/Frequency Additional Settings

CRA No 2-Accelerated-Max 4 times/mth ROE Service Yes
RQ No 1-Accelerated-10th & 25th Receive Time Yes
EHT Yes  Monthly Receive From HR No
EHT Exemption $490,000 Send To HR Yes

WCB/WSIB/CSST No

Company Addresses

The functionality in this menu has not changed; from this menu you can edit the addresses on file
associated with your company’s payroll account, including legal company address.
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User Profiles

This is where you can view all of the User Profiles associated with the payroll account, including both
active and inactive user profiles. Those users with “Full Access” are able to add and delete other users.

Multi-user
Right click on column headings for more sort options ‘:“

Export to Excel
Select All
Contact Name Job Tite User id Status Access Type Natifications Emall
Rafresh s
71 JOHNANDERSOMN ADMIN JANDEGSTZ3 Active Full Accass Al JOHN ANDERSCOME COMPANY.CA

Add User

View Log

By clicking on the box next to your name, you can access the full user profile and edit items
associated with your User ID. From this screen, you can edit contact information, phone number
(not email), notifications and Security Questions.

Notifications

Al v

At least one user id must receive all Notifications.

User Id JANDE98723 JOHN ANDERSON
ontactDete) Status Contact ID
* Contact Information First Name « JONN ) Active 1
Notification Permissions Last Name */ANDERSON
Job Title * ADMIN
Business Phone *|(888) 888-8888
Language English v User language changes take effect the next time you log on.

Service Provider Disclaimer:

ion Detail

Text and Email delivery times may vary. For Text messages,
additional charges may apply depending on your Service Provider.
You may need to set up Email-fo-text service with your provider.

Delivery Method
Email
Mobile Phone

Service Provider

Select preference to receive notifications. If ‘Text' selected, please
note that PAYweb sends some messages only by email.

* |JOHN.ANDERSON@COMPANY.CA

Email & Text ~

(888) 888-8888 “ If you prefer to receive Validations and other Notifications by Text,

add your mobile number hera.

Telus v| Please enter your Service Provider, so we can send you lext messages

| Email Address is required for Notifications and Authentication

Personal User Information

Security Questions Answer
One Security Code ~|  [123456
Two Create my own question v Name

My daughter's name |
Three City where you met your spouse v City Name
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Additional information on the Notification Permissions and full details on each notification can be
accessed by clicking on the “Notification Permissions” button on the left hand menu.

User Id
e Notifications Level
Contact Information

Expart ta Excol
Notification Permissions

Pormission

JANDES8723 JOHN ANDERSON
All v Al lsast one user id must receive ail Notifications.
Mo changes can be made untl another ussr receives all Noufications.

Motification Dascription

Payroll close info Alert: Funds Required by Due Date

Payroll dose aleds Payroll Close Alert Notifications
Td Printing Notification T4 Printing Notification
Credit Refund Notifications

Payroll Close Moetifications

Direct Daposit Rejects

Payroll close info

< e g e

Funds Requered

Alert: Funds Required by Due Date

4 Previous

Paged  Mexi b

Maore

OO0

Display Active Users

This menu will show any users who are currently logged into the system and what functions or

menu items they are using.

) DELUXE | Payroll

(88723)W JOHN ANDERSON

TRt Display Logged on Users QJ !l &= HR \D
Export to Excel
User id Name Menu Name Option Name Logen Date Logoff Dale Pwd Change Date

JANDES8723 JOHN ANDERSON

Campany Profile Menu Display Users 07720020 12:47 PM

O7/20/20 11:26 AM

View Log

Lastly, the view log button will provide a list of changes for the items within the user profiles,
company profiles or setup.
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Adding and Deleting Users

If your user profile has "Full Access’, you will have the ability to add or delete users for the

company account.
There are some limitations on this:

* You cannot delete your User ID while you are logged into it.

- You cannot delete a User ID if it is the only one with

o Full Access

o All Notifications

First, click on the User Profile button from the left menu, then select ‘Add User”. Then, you will

need to populate the details for the new user that you are setting up.

Maintan Lontact 4 el = UL V)

Mulli-user

Contact Details

¢ Contact Information

First Name
Last Name

Job Title
Businass Phane

Language

Netifications
MNew Uisar Id

Contact ID
o[ ] 2

English - Usar Ianguagd changes taks sfact the next me you log on,

Al -
ea72a

Sarvice Provider Disclaimer:

Notification Detaits

Taxt and Emal dotwovy mas may vivy, For Taxl mossagas,
addkiorna charges may apply dupending on your Servwce Providey.
You may need fo sef up Ema-fo-lext service with your provider.

Dalivery Mathod
Email
Mobile Phone

Sarvice Provider

Email - Seloct preference lo receive nolifications. If Text' selectod, please
note thal PAYweb sends some messages only by email
¥ Email Addrass is requinesd for Notifications and Authanbestion
o it you peafar to rcaive Validatons and othar Notifications by Test,

add your mobie mumber hare
v Ploase enter your Service Provider, 5o we can sand you bext messages.

Similar to the conversion process
(which treated the converting of a
contact to a user as “creating” a
User ID), the added user will
receive an email with the

User ID and contact information.

New User Id created for Account 98723.

o no-reply@deluxe.ca <no-reply@deluxe.ca>

To: O Anderson, John

Welcome.

The user ID OWNER98723 has been created for you.
To complete setting up your user ID, please click here:
Setup New User ID and password

You must set up your security questions and password
in order to log in.

10
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Managing Notifications

If your user profile has "Full Access’, you will have the ability to add or delete users for the

company account.

Exit

User Id OWNER98723 FIRST NAME LAST NAME

Notifications Level lLImIlCd

)

Contact Information
Export to Excel

* Notification Permissions

Permission Notification

Don't Send Payroll close info

Don't Send Payrall close alerts
Don't Send
Don't Send
Don't Send

Don't Send

T4 Printing Notification
Direct Deposit Rejects

Payroll close info

<||€]|<||€]|€]]|¢

Funds Required

< Learn
Description More
Alert: Funds Required by Due Date 0

Payroll Close Alert Notifications

T4 Printing Notification ®

Credit Refund Notifications 9

Payroll Close Notifications o
2

Alert: Funds Required by Due Date

There are two steps to adjusting the notification status of a User ID: first, change the Notifications

level from 'Full to ‘Limited. Second, adjust the permission in the column below.

Clicking on the orange question mark will offer a full description for that notification.

When a user needs to be removed from the payroll, this is done by clicking on either the “Inactivate”

or “Delete” button on the User Profile menu.

Export to Excel -~
Contact Name Job Title User Id Status Access Type Notifications Email
() JOHN ANDERSON ADMIN JANDES8723  Active Full Access Al JOHN.ANDERSON@COMPANY.CA
[J FIRST NAME LAST NAME OWNER OWNER98723  Active Full Access Limited [ isctivate W Oetete |
If a user will be returning and the intention is
just to suspend the access, then “Inactivate” N
may be a good choice. This will allow the o

user profile to be "Reactivated” when the

user returns and needs to access the payroll
account. Deleting the User Profile will remove
the profile and it is not able to be reactivated.
A new user profile would need to be created if
the user returned. You will be presented with
the message confirming you would like to
delete this user profile.

will no longer be able to log on.

After deletion, this User ID can be reused for a new user

To reuse this User ID for the same user, you will have 1o reenter
their contact information

NB: To only hold a user from logging on and not deleting the user,

use the Inactivate’ button
Please select one of the oplions below

| continue

[Cancel

11
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Multiple Users in The system

When multiple users are accessing the system at the same time, some access or key functions may
be restricted. An example of this, is when a user is calculating payroll, then other users cannot access
this function or other functions that may affect the calculation, such as the YTD or Employee Profile

menu. In that case, you would receive a notification similar to below.

Pay ending date Cheque date Must be submitted by
Sunday Friday Monday
Jan 12, 2020 Jan 17, 2020 Jan 13, 2020

You have limited access while DERIC98723 runs Calculate Pay

Enter your employees’
hours and earnings,
as well as any

Finalize your payroll
and initiate the transfer

of funds and paystubs

deduction overrides

Additionally, you can see if any other users are running calculations, this is displayed in the top right

hand corner of the main menu.

Q2 HExXHR-DHO
Multi-user
DERIC98723 is currently running Calculate Pay.

12
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Conversely, if there are users in the sub menus that impact the calculation of payroll, you would not
be able to calculate or close payroll until the users have left the menus. In this case, you would be
presented with the following message:

Pay ending date Cheque date Must be submitted by
Sunday Friday Monday
Jan 12, 2020 Jan 17, 2020 Jan 13, 2020

Access limited: Key programs running. Review "Display Active Users"

Enter your employees’

hours and earnings.
as well as any
deduction overrides

To troubleshoot which programs are being used, you can click on "Display Active Users” to see the
users who are logged in and which programs they are using.

This can be resolved either by connecting with your colleague to coordinate payroll closing or by
waiting for the menu item to time out. After an hour, the program will be unlocked for other users to
move ahead with their processes. Alternatively, you can contact support to reset the status of the
User ID if you are unable to reach your colleague.

Single-user Menu Items

Some menus only allow single users to access a sub menu. User Profile will only allow access to
one person at a time, and only while other programs are not being used.

DERIC98723 is currently using User Profile

This can be resolved either by connecting with your colleague to coordinate payroll closing or by
waiting for the menu item to time out. After an hour, the program will be unlocked for other users to
move ahead with their processes. Alternatively, you can contact support to reset the status of the
User ID if you are unable to reach your colleague.

13



